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	GENERAL INFORMATION



MONAGHAN COUNTY COUNCIL/Comhairle Contae Mhuineacháin is the authority responsible for Local Government in Monaghan. It is one of 31 Local Authorities in the Republic of Ireland. Local Authorities are the closest and most accessible form of Government to citizens. Monaghan County Council provides a diverse range of services across the county with a focus on making Monaghan a better place to live, work and visit. These services include housing, transportation, planning, infrastructure, environmental protection, recreation and amenity provision, community development and emergency services. The council plays a key role in supporting economic development within the county. There are 18 Elected Members and the Revenue budget for 2024 is €89.6 million.
 


Human Resource Management,
Monaghan County Council,
County Offices,
The Glen, Monaghan
H18 YT50

Email: recruitment@monaghancoco.ie
Telephone Number: (047) 73703






	JOB DESCRIPTION



[bookmark: _Hlk180571487][bookmark: _Hlk180491234]Applications are invited from suitably qualified persons who wish to be considered for inclusion on a panel from which permanent or temporary vacancies for the position of Information Systems (IS) Security Analyst (Cyber Security) in Monaghan County Council shall be filled. 

The successful candidate will be assigned to the Information Systems (IS) department of Monaghan County Council and will work under the general supervision/direction of the Information Security Officer (ISO). He/she shall be responsible for assisting with the day-to-day operations and support of Cyber-security within the Council to ensure confidentiality, integrity and availability of the Council’s information and data.

The Information Systems (IS) Security Analyst (Cyber Security) will manage and support the security portfolio and related systems in the organisation on a daily basis. The successful candidate will constantly develop, implement, test, support and review the organisation's information networks, systems and infrastructure to make sure that the information systems are confidential, intact, and accessible. The successful candidate should preferably have experience in managing vendors to help them oversee the daily security operations in cooperation with the external cyber security vendor. The role will need to align the Council with the National Cyber Security Baseline Standards. 

The successful candidate will form part of our Information Security team and will work closely with the Information Security Officer (ISO) to ensure that there is support and continuous improvement in the IT Security posture of the organization. Due to the dynamic nature of ICT, and the changing business requirements within the Council, all ICT posts require a flexibility of work in other IT roles as needs require. Additional duties may be assigned by the Head of Information Systems from time to time.



	DUTIES AND RESPONSIBILITIES



[bookmark: _Hlk180493077]The Information Systems (IS) Security Analyst (Cyber Security) shall perform such duties as may from time to time be assigned by the Head of Information Systems in relation to employment and as may be appropriate to any function of the Local Authority for which the Information Systems (IS) Security Analyst (Cyber Security) is responsible and carry out such instructions as may be given in relation to the performance of their duties. 
The main duties of the post are: -
· Support the ISO to ensure the delivery of the ICT Security Roadmap.
· Ensure that all necessary technical controls related to information security are implemented to minimise the risk to the organisations data assets from cybercrime.
· Implement security policies and procedures according to best practice.
· Ensure high level ICT security standards are maintained and continually improved e.g. CIS, NIST, NIS 2, ISO 27001, Government baseline standards.
· Monitor the Councils networks for security issues.
· Investigate security breaches and other cyber security incidents.
· Document and assess the impact of any security breaches.
· Work with the IT team to perform tests and uncover network vulnerabilities.
· Perform regular security audits and assist in implementation of any recommendations arising.
· Deploy security measures to protect systems and information infrastructure.
· Fix detected vulnerabilities to maintain a high-security standard.
· Monitoring and management of system, application, and security event logs on key servers.
· Maintain information security records in accordance with defined policies and procedures.
· Support the work of the Information Security Governance Committee.
· Contribute to development of organisation-wide best practices for IT security.
· Act as a senior internal ICT specialist, leading where necessary in the delivery of solutions to complex technical issues.
· Keep abreast of information technology evolution and identify opportunities for such technologies to be utilised by the Council.
· Assist in ensuring business continuity and disaster recovery technologies and processes are appropriate to the organisation’s needs and risk management policies.
· Play a crucial role in protecting your organization’s valuable data from cyber threats and unauthorized access.


Monitoring and Incident Response: Monitor network traffic for security incidents and events. Investigate incidents and respond to events in real time. Write detailed incident response reports.
Security Infrastructure: Install and operate firewalls, encryption programs, and other security software. Fix vulnerabilities to enhance system security.
Responding to all security breaches: To deal with a security incident effectively, follow a process that minimizes damage and disturbance, and that involves communicating with the team and any external parties.
Best Practices and Risk Assessment: Develop and promote best practices for information security. Conduct threat research to stay informed about the latest cyber threats. Perform periodic risk assessments and penetration tests.
Security Management: Monitor and manage the organization’s extended detection and response system. Maintain information security records in accordance with policies and procedures.
Technical Skills: Review raw log files, perform data correlation, and analyse firewall, network flow, intrusion detection systems, and system logs. Familiarity with firewalls, VPNs, and proxies. Experience with Windows, and Linux operating systems.
Frameworks and Standards: Contribute to the development of company-wide best practices for ICT security. Stay up to date on ICT security trends and recommend new technologies. Knowledge of best practice standards and frameworks such as Public Service Cyber Security Baselines Standards, CIS Controls, NIST CSF, and ISO 27000.
Staying up to date with the latest security systems, standards, authentication protocols, and products: They should continuously learn about new threats and technologies to protect the company’s digital assets effectively. Continue to develop ICT skills as technology changes and to enter into an agreed personal development plan.


These duties are indicative rather than exhaustive and outline the main functions and responsibilities of the post of Information Systems (IS) Security Analyst (Cyber Security) and may be subject to change in the future. The post holder may therefore be required to perform duties appropriate to the post, other than those detailed above and to take instruction from and report to an appropriate officer or such designated officer as may be assigned from time to time by Monaghan County Council. 
































	ESSENTIAL QUALIFICATIONS FOR THE POST



1. Character

Candidates shall be of good character.

2. Health

Each candidate shall be in a state of health such as would indicate a reasonable prospect of ability to render regular and efficient service.

3. Citizenship:

Candidates must, by the date of any job offer, be:
1. A citizen of the European Economic Area (EEA). The EEA consists of the Member States of the European Union, Iceland, Liechtenstein, and Norway; or
1. A citizen of the United Kingdom (UK); or
1. A citizen of Switzerland pursuant to the agreement between the EU and Switzerland on the free movement of persons; or
1. A non-EEA citizen who is a spouse or child of an EEA or UK or Swiss citizen and has a stamp 4 visa: or
1. A person awarded international protection under the International Protection Act 2015, or any family member entitled to remain in the State as a result of family reunification and has a stamp 4 visa or
1. A non-EEA citizen who is a parent of a dependent child who is a citizen of, and resident in, an EEA member state or the UK or Switzerland and has a stamp 4 visa.

4. Education, Training and Experience

Each candidate must, on the latest date for receipt of completed application forms for the post: 

 
(i)
(a) A qualification at Level 8 on the National Framework of Qualifications (NFQ) major award (i.e. honours degree), or higher, in a relevant computing discipline and at least 3 year’s directly relevant, recent ICT hands-on experience from your employment date*
OR
(b) A qualification at Level 8 on the National Framework of Qualifications (NFQ) major award (i.e. honours degree), or higher, with computing taken in the final year and at least 4 years directly relevant, recent ICT hands-on experience from your employment to date*
OR
(c) A qualification at Level 7 on the National Framework of Qualification (NFQ) major award (i.e. ordinary degree) in a relevant computing discipline and at least 4 years’ directly relevant, recent ICT experience from your employment to date*
OR
(d) A qualification at Level 6 on the National Framework of Qualifications (NFQ) major award in a relevant computing discipline and at least 5 years directly relevant, recent ICT experience from your employment to date*
AND 
(ii) have a satisfactory knowledge of public service organisation or the ability to acquire such knowledge


* Relevant ICT hands-on experience should include, but is not limited to:
areas such as managing delivery of digital solutions, enterprise architecture, software and applications development projects involving a range of technologies and platforms covering web development, data management, database administration, business analysis/discovery, business intelligence and data analytics, DevOps, enterprise architecture, technical infrastructure service design and delivery, server and client operating systems and architecture stacks, telecommunications and networking infrastructure delivery support, technical support, ICT service management, operations and server support, ICT/cyber security, mobile device management, virtualisation delivery support, database and application support, cloud computing etc.

The ideal candidate’s hands-on experience should include but is not limited to:
· Delivery & support of technical infrastructure: Focus on the implementation and maintenance of security measures to protect the organization’s technical infrastructure. This includes firewalls, intrusion detection systems, and network security.
· Server & client operating systems: Understand the security aspects of various operating systems. Be able to harden them against potential threats and perform regular security updates and patches.
· Telecommunications: Knowledge of secure communication protocols and encryption methods. Ability to detect and prevent eavesdropping and man-in-the-middle attacks.
· Data centre and networking infrastructure: Implement security measures for physical and virtual data centres. Understand network security protocols and intrusion detection/prevention systems.
· Cyber security: This is the core skill. It involves threat intelligence, risk assessment, vulnerability assessment, incident response, and recovery.
· Mobile device management: Implement security policies for mobile devices. Understand the threats associated with mobile devices and how to mitigate them.
· Virtualisation: Understand the security implications of virtual environments. Implement security measures for virtual machines and containers.
· Database and application support: Implement security measures for databases and applications. This includes SQL injection prevention, secure coding practices, and regular security updates.
· Cloud computing: Understand the security aspects of cloud environments. This includes data security, access control, and secure configuration of cloud services.
· Service Desk Management: Manage security incidents reported to the service desk. This includes incident response, recovery, and user education about security best practices.



	Desirable requirements



It is desirable that candidate through their application and at interview stage demonstrate the following: 

· Have at least three years recent, direct, technical experience in the support or delivery of networks, applications, systems and platforms and with a focus on information\cyber security;

· Demonstrable knowledge and/or experience in the following areas:
a) Information Security including:
(i) Assessment and response to security threats and vulnerabilities
(ii) Information security design and implementation including best practice in cyber and data security
(iii) Evidence of implementing IT security tools, techniques and procedures including but not limited to: 
• Anti-Malware
• Vulnerability/ Patch Management
• Encryption
• Mobile Device Management
• Multifactor Authentication
• Operating System Hardening
• SIEM (Security Incident & Event Management)

b) Infrastructure Management
(i) Good understanding of:
a. Network administration including LANs, WANs, Wi-Fi, TCP/IP, DHCP/DNS, Routing and Network design;
b. SNMP, network probing, packet capture etc
c. Firewalls, encryption technologies, system monitoring and management, mobile device management;
d. Windows Server Operating Systems and related administration activities
e. Active Directory management activities
f. Information systems backups and how to define a correct backup strategy
g. Microsoft Exchange and O365, Cloud Technologies
(ii) Understanding of virtualisation specifically VMWare


c) People and Process Management
(i)Practical experience of the management of change, including development of policies, procedures and work practices, and implementation of same;
(ii)Experience of providing technical leadership in the resolution of incidents;

· Demonstrable knowledge and/or experience in the following areas:
· Networking Technologies
· Firewall technology
· Intrusion Detection System and
· Intrusion Prevention System
· Network Access Control
· Web proxy
· Penetration technologies
· Internet Information Services
· Email filtering

· [bookmark: _Hlk180501001]Certification in Cyber Security is desirable - for example:

· SSCP - Systems Security Certified Practitioner
· CompTIA Security+
· GSEC - GIAC Security Essentials Certification
· Certified Information Security Manager
· Certified Information Systems Security Professional
· ISO 27001 lead auditor or related certificate
· Certified Ethical Hacker (CEH)
· Or equivalent security qualifications

· The following certifications are also desirable, though not essential: 

· Microsoft, VMware & Cisco certification
· Process-assured experience such as ITIL and ISO 27001

· A passion for cybersecurity and a curiosity for continuous learning in the field.
· Excellent project management skills, with experience in managing security-related projects.
· Excellent problem-solving and troubleshooting skills, particularly in identifying and mitigating security threats.
· Ability to work under pressure, especially during potential security incidents.
· Excellent client-facing skills and an ability to clearly communicate security risks and protocols to all levels.
· Ability to take ownership of security issues/tasks and follow through without supervision.
· Ability to work as part of a team with a strong focus on protecting customer data.
· Flexibility regarding working hours and occasional unsociable hours, including weekends, for urgent security matters.
· Excellent timekeeping skills, particularly when responding to security alerts.
· Ability to meet day-to-day and project targets, especially those related to security compliance.
· Dedication to providing quality and excellent service in maintaining a secure environment.
· Excellent communication and interpersonal skills, with a positive and professional attitude towards security awareness.
· Detail-oriented person, particularly when analysing security logs or reports.
· Excellent analytic and organizational skills, especially when developing or improving security systems.
· Must be committed to self-development and be enthusiastic about acquiring new skills and embracing new technologies in the cybersecurity landscape.

Each candidate must include on the application form details of all qualifications obtained by them. The invitation to attend for Interview is not to be regarded as an admission that you possess the prescribed qualifications and/or requirements for this post or are you qualified by law to hold the post. Documentary proof will be required before appointment where you claim credit for particular qualification, experience, etc.
	COMPETENCIES FOR THE POST



Key Competencies for the post are outlined in the table below. Candidates will be expected to demonstrate sufficient evidence within their application form and at interview of competence under each of these headings. 

	Specialist/Technicial Knowledge, and Experience

	
· Has relevant experience and technical knowledge to carry out the duties of Information Systems (IS) Security Analyst.
· Understanding of the role of the Information Systems (IS) Security Analyst in Monaghan County Council.
· Knowledge of all the technical aspects required for the position.
· Demonstrates experience is the use of relevant IT packages.
· Experience of managing Technical Projects.
· Possess technical and administrative experience of a high standard.
· Understanding the role and duties in safety management in the workplace.




	Delivering Results

	
· Contributes to operational plans and develops technical plans in line with priorities and actions for their area of operation, having regard to corporate goals, operational objectives, available resources. 
· Establishes high quality service and customer care standards. 
· Organising work programmes and implementing solutions.
· Abides by the laws, regulations, policies, and procedures affecting employment and the discharge of duties.
· Can pinpoint critical information and address issues logically. 
· Understands the context and impact of decisions made. Acts decisively and makes timely, informed, and effective decisions. 







	Performance through People and Communicating effectively

	
· Recognises the value of communicating effectively and professionally with a range of stakeholders including colleagues, elected members.
· Has highly effective verbal and written communication skills. Presents ideas clearly and effectively to individuals and groups.
· Has a creative and collaborative approach to problem solving and working with others to reach a solution.
· Demonstrates ability to support the line manager and work as part of a team. 
· Has excellent interpersonal and communication skills.
· Remains calm under pressure and operates effectively in an environment with significant complexity and pace. 



	Personal Effectiveness

	
· Keeps up to date with current developments, trends, and best practice in their area of responsibility. 
· Demonstrates the required specialist knowledge, understanding and training for the role.
· Demonstrates appropriate and positive self-confidence. 
· Behaves in an honest, trustworthy, and respectful manner and is transparent, fair, and consistent in dealing with others. 
· Is enthusiastic about the role and sets challenging goals to achieve high quality outcomes. 
· Is self-motivated and works to keep knowledge and skills up to date. Anticipates situations and acts to pre-empt problems. 
· Is persistent when faced with difficulties. 
· Manages time effectively, focusing on essential tasks and responsibilities.
· Is open to take on new challenges or responsibilities
· Demonstrates innovation and creativity to secure successful outcomes.




Candidates must achieve a minimum of 50% in each competency at interview stage to progress in the competition.


	TERMS AND CONDITIONS




	The Competition



Monaghan County Council invites applications from suitably qualified persons, who wish to be considered for inclusion on a panel from which permanent or temporary vacancies for the position of Information Systems (IS) Security Analyst (Cyber Security) in Monaghan County Council shall be filled. 

The post holder shall not engage in any gainful occupation, other than as an employee of a local authority, to such an extent as to impair the performance of his or her duties as an employee of a local authority or in any occupation which might conflict with the interests of the local authority, or which might be inconsistent with the discharge of his/her duties as a local authority employee.

Salary: 
The salary shall be fully inclusive and shall be as determined from time to time. Starting pay for new entrants will be at the minimum of the scale. Holders of the post shall pay to the local authority any fees or other monies (other than their inclusive salary) payable to or received by them by virtue of their office or in respect of services which they are required by or under any enactment to perform. An allowance may also be payable in respect of travel expenses and subsistence.

The salary scale for the post is: -
€55,641, - €56,969, -€58,586, - €61,629, -€63,447, - €65,706 LSI 1, - €67,977 LSI 2
Entry point to this scale will be determined in accordance with Circulars issued by the Department of Housing, Local Government, and Heritage. Appointees who are not existing public servants will enter at the minimum point of the scale.

Probation:

Where a person who is not already a permanent employee of a local authority is appointed, the following provisions shall apply: -

(a) there shall be a period after such appointment takes effect, during which such person shall hold such position on probation;
(b) such period shall be twelve months, but the Chief Executive may, at his discretion, extend such period;
(c) such person shall cease to hold such office at the end of the period of probation, unless during such period, the Chief Executive has certified that the service of such person is satisfactory.

Hours of Duty:

	The successful candidate’s normal hours of work will be 35 hours per week. Flexible working arrangements apply. The Council reserves the right to alter the hours of work from time to time. The role requires flexibility in terms of working hours as the duties may involve working outside of normal office hours.

Annual Leave

The annual leave entitlement will be 30 days per annum.

Health

	For the purpose of satisfying the requirement as to health it will be necessary for each successful candidate, before he/she is appointed, to undergo a medical examination by a qualified medical practitioner to be nominated by the local authority.

Superannuation:

Membership of the Local Government Superannuation Scheme or the Single Public Service Pension Scheme is compulsory for all employees. Details will be provided to the appointee prior to appointment. 

Superannuation contributions

Persons who become pensionable officers of a Local Authority who are liable to pay the Class A rate of PRSI contribution will be required in respect of their superannuation to contribute to the Local Authority at the rate of 1.5% of their pensionable remuneration plus 3.5% of net pensionable remuneration (i.e. pensionable remuneration less twice the annual rate of social insurance old age contributory pension payable at the maximum rate to a person with no adult dependant or qualified children). 

Persons who become pensionable officers of a Local Authority who are liable to pay the Class D rate of PRSI contribution will be required in respect of their superannuation to contribute to the Local Authority at the rate of 5% of their pensionable remuneration. 

Widows & Orphans/Spouses & Childre’s scheme

All persons who become pensionable officers of a Local Authority will be required in respect of the Spouses and Children’s Contributory Pension Scheme to contribute to the Local Authority at the rate of 1.5% of their pensionable remuneration in accordance with the terms of the scheme.

New entrants from 1st January 2013 – Single Public Services Pension Scheme

For new entrants under the Single Public Service Pension Scheme, effective from 1st January 2013, superannuation contributions are as follows: 3.5% of net pensionable remuneration and 3% of pensionable remuneration. Pension and retirement lump sum will be based on career-average pensionable remuneration; pensions will be co-ordinated with the State Pension Contributory. 
[bookmark: _Hlk126837861]
Retirement:

There is no mandatory retirement age for new entrants to the public service as defined in the Public Service Superannuation (Miscellaneous Provisions) Act 2004. Anyone who is not a new entrant to the public service, as defined in the Public Service Superannuation (Miscellaneous Provisions) Act 2004, is subject to a compulsory retirement age of 70 years or as determined in accordance with Department Circulars and in line with Government Policy. 

The maximum retirement age for new entrants as defined by the Public Service Pensions (Single Scheme and other provisions) Act 2012 is 70 years. 

Garda Vetting/Child Protection 

The successful candidate(s) may be subject to the Garda Vetting Procedures and will be required to complete Appendix V of the County Council’s Child Protection Policy.

Residence

The successful candidate(s) shall reside in the district in which his or her duties are to be performed, or within a reasonable distance thereof.

Training

Successful candidates will be required to attend and participate in training programmes as may be decided by the local authority from time to time and to apply their learning in the course of their working activities. The successful candidate for this post shall undertake specific training in the area of catchment science and management and farm inspection skills.

Driver’s Licence

The holder of the post shall hold a current full clean driving licence in respect of category B vehicles or equivalent in the EU Model Driving License. The successful candidate will be required to provide their own transport in the course of their duties and maintain the vehicle to the satisfaction of the local authority. Monaghan County Council, as employer, must be indemnified on the insurance policy. 

Offer of appointment

Monaghan County Council shall require any person to whom an appointment is offered to take up such appointment within a period of not more than one month from the date on which the offer is made. If he/she fails to take up the appointment within such period or such longer period as the Council in its absolute discretion may determine, the Council shall not appoint him/her.

References

All appointments are subject to receipt of satisfactory references.


























	FORMAT OF THE COMPETITION



Selection process
The Selection Process may include the following:  
· Short-listing of candidates on the basis of the information contained in their application.
· Preliminary interview.
· Competitive interview.

[bookmark: _Hlk164776908]Submission of application form

Applications must be made on the official application forms and all sections must be completed in full. While completing the application form, accuracy is essential. All forms must be clearly legible and in electronic format. Applications must be submitted via the recruitment submission link available on our website www.monaghan.ie under current vacancies.

Application forms, once submitted, will be checked to ensure that they meet the required minimum criteria for the position. If your application form does not meet the minimum qualifications for the post as set out in this booklet then your application will be deemed invalid, and you will not be permitted to proceed any further in the selection process.

[bookmark: _Hlk164701828]All applications will receive an automated email once submitted via the recruitment link. If applicants do not receive this automated acknowledgement should email: - 
recruitment@monaghancoco.ie. 

The onus is on each applicant to ensure that she/he is in receipt of all communication from Monaghan County Council.

Shortlisting

Monaghan County Council reserves the right to shortlist applications. The shortlisting process may take the form of either a desktop shortlisting process based on the information contained in the application forms or a shortlisting interview. 
The information you supply in the application form will play a central part of the shortlisting process. Monaghan County Council’s decision to include you on the shortlist of candidates going forward to the next stage of the process may be determined based on this information. 

Where, by reason of the number of persons seeking admission to the competition and the standard of knowledge, training, or experience in general of such persons, Monaghan County Council considers that it would be reasonable not to admit all the persons to the competition. Monaghan County Council may admit to the competition only persons who appear likely to it to attain in the competition a standard sufficient for selection and recommendation for appointment. An expert board will examine the application forms against a pre-determined criteria based on the requirements of the position.
You will be contacted in writing in relation to any interview dates and times. The onus is on you to attend for interview on the dates and times allocated. Alternative dates and times cannot be facilitated. When attending for interview you may be asked to produce photographic identification.




Interview stage

The interview is your opportunity to give evidence of your knowledge, skills and experience and the Local Authority’s opportunity to assess your suitability for the role as advertised. 

The admission of a person to a competition, or invitation to attend an interview, is not to be taken as implying that Monaghan County Council is satisfied that such person fulfils the requirements of the Regulations or is not disqualified by law from holding the position and does not carry a guarantee that your application will receive further consideration.  It is important therefore for you to note, the onus is on you to ensure that you meet the eligibility requirements for the competition before attending for interview. If you do not meet these essential entry requirements but nevertheless attend for interview you will be putting yourself to unnecessary expense, as Monaghan County Council will not be responsible for refunding any expenses incurred.

Monaghan County Council reserves the right to conduct interviews (shortlisting and/or Final Interviews) through a virtual platform where necessary. i.e. Microsoft Teams.

Deeming of candidates to be withdrawn

Candidates who do not attend for interview when and where required by Monaghan County Council or who do not, when requested, furnish such evidence as required by Monaghan County Council within the specified timeframe with regard to any matter relevant to their candidature, will be deemed to have withdrawn their application from the competition.

Feedback

Candidates shall be notified of the outcome of each stage of the selection process at the earliest possible date.

Assignment
Monaghan County Council reserves the right to, at any time, assign an employee to any premises in use by the Council now or in the future. 

	IMPORTANT NOTICE


This candidate information booklet represents the principal conditions of service and is not intended to be the comprehensive list of all terms and conditions of employment which will be set out in the employment contract to be agreed with successful candidates.










	Monaghan County Council is an equal opportunities employer



ADDITIONAL RELEVANT INFORMATION 

Further information pertaining to the terms and conditions of employment are available from Human Resource Management, 
Monaghan County Council, County Offices, The Glen, Monaghan, H18 YT50. 
Telephone Number: (047) 73703
Email: recruitment@monaghancoco.ie

For full details of the collection, processing and sharing of your personal data and your rights in this regard, please see the Council’s full Privacy Notice at: https://monaghan.ie/privacy-notice/
[bookmark: _Hlk951744]For further details of the collection, processing and sharing of your personal data relevant to this application form please see https://monaghan.ie/humanresources/recruitment-and-selection-process/
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